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Description
TECHNICAL FIELD

[0001] The present invention generally relates to security of mobile devices. More specifically, it relates to devices
and methods for providing mandatory access control, integrity and confidentiality to local resources of a mobile device
based on identity module security information in offline contexts. Identity module may be a Subscriber Identity Module
(SIM), a Universal Subscriber Identity Module (USIM), a Removable User Identity Module (RUIM), ora CDMA Subscriber
Identity Module (CSIM).

BACKGROUND

[0002] The average feature-set of mobile phones available in the market has steadily increased over last years, driven
by both technological advances and market demand. As a result of this trend, nowadays, the most capable mobile
devices, sometimes referred to as smartphones, are capable of executing a large number of tasks, in addition to classic
telephony services. Such features include, for instance, accessing the Internet, running relatively computation-intensive
applications, playing or recording a plurality of media contents and store large amounts of data. Subsequently, the larger
set of functionalities being provided by mobile devices has led to a change in mobile phones usage by end users.
[0003] One of these changes is represented by contents that users are storing on their devices. In fact, end users are
now capable of storing locally on mobile phones an increasing amount of data, some of which can be very sensitive.
Examples include emails, documents, photos, videos, passwords and other authentication credentials. Even in cloud
computing contexts, where large part of the computation and storage is executed by server-side applications, mobile
devices still store a considerable amount of sensitive information, such as authentication credentials and data which are
locally cached for performance and availability reasons.

[0004] Since devices can be very easily subject to theft or loss, the security of data and, more generally, of any other
local resource of a mobile device, such as applications or hardware components, is a considerably important matter.
For this reason, the increasing amount of locally available resources on mobile devices is resulting in tighter security
requirements to appropriately protect them.

[0005] Currently, in 3GPP-compliant mobile phones, security can be provided by the utilisation of a Subscriber Iden-
tification Module (SIM) or a Universal Subscriber Identification Module (USIM) installed on a tamper-resistant integrated
circuit card, sometimes referred to as Smart Card. A (U)SIM can be used to mutually authenticate a mobile subscriber
and a mobile network and to provide confidentiality, integrity, authenticity and non-repudiation to the data exchanged
between a mobile phone and a 3GPP-compliant mobile network.

[0006] (U)SIMs provide an appropriate level of security for accessing mobile network services. In fact, differently from
username/password authentication credentials, which provide "something-you-know" one-factor authentication, (U)SIM
applications on smart cards provide a stronger "something-you-have" authentication. Furthermore, (U)SIM security can
be increased through the setting of a Personal Identification Number (PIN) to protect access to the card to unauthorised
users, thus enabling the (U)SIM to provide two-factor authentication. In conclusion, another noteworthy security feature
of a (U)SIM consists in the capability to be deactivated remotely by a mobile network operator.

[0007] However, the use of authentication mechanisms based on (U)SIM as means for securing local resources on
a mobile device presents considerable limitations.

[0008] First, (U)SIM-based authentication cannot be executed if no network connection is available. In fact, both GSM
and UMTS Authentication and Key Agreement (AKA) protocols require the availability of a mobile network to generate
an authentication challenge and to validate the response provided by the (U)SIM.

[0009] Second, an attacker can run an AKA authentication between a spoofed (U)SIM and a spoofed mobile network
to induce the device into believing that the (U)SIM is genuine and therefore authorizing access to local resources.
[0010] Third, (U)SIM-based authentication protocols do not provide appropriate mechanisms to encrypt/decrypt locally
stored files and to verify their integrity.

[0011] Nevertheless, a person skilled in the art would recognise that these capabilities could potentially be provided
by a specific additional applet installed on a SIM card or a Universal Integrated Circuit Card (UICC). However, this would
require specific cards to be issued, which would represent a serious limitation for a large scale deployment. In fact, it
would require the replacement of the cards currently deployed or to install the applet over the air and both procedures
would be considerably expensive. In addition, in case also online security features are required, such as remote deac-
tivation and online authentication when network connectivity is available, a dedicated network infrastructure would be
required, with a further increase in both capital and operational costs.

[0012] WO-2007/036024 discloses a method for providing authentication of a user of a recipient unit when the recipient
unit is offline. The method includes storing one or a plurality of challenge-reply sets associated with an article based on
an online communication with a sender unit. Each of the challenge-reply sets includes at least a challenge-reply pair for
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use in offline authentication of the user for a particular resource available through the recipient unit.

[0013] However, the method disclosed in this document does not recite the adaptation to an identity module environ-
ment. In other words, this method does not permit the authentication within the framework of a separate module. WO
2005/041605 discloses a method for controlling the access to resources of a mobile terminal based on the distributing
and securely storing of specific keying material for appling in an additional specific authentication algorithm.

[0014] Embodiments of the present invention will improve the situation.

SUMMARY

[0015] To address these needs, a first aspect of the present invention relates to a method of data processing for
securing local resources in a mobile device. The method comprises:

a) when network connectivity is available:

- coupling the mobile device with a first identity module associated to a first International Mobile Subscriber
Identity (IMSI),

- receiving in the first identity module a network challenge from a communication network, ciphering the network
challenge using a secret key, and sending a corresponding response to the network for subsequent successful
authentication,

b) after a successful authentication to the communication network:

- associating at least a part of the local resources to the first IMSI, and

- storing, in a database of the mobile device, authentication data related to the challenge/response duplet,

- granting access to local resources associated to the first IMSI,

c) when network connectivity is not available:

- coupling the mobile device with a second identity module associated to a second IMSI,

- sending a challenge to the second identity module, said challenge being determined from the authentication
data stored in the database,

- receiving a response from the second identity module,

- comparing the response received with the stored authentication data, and granting access to local resources
associated to the second IMSI if the response received from the second identity module matches a response

associated to the sent challenge in the database.

[0016] This method aims to enforce the security of local resources of the mobile device.
[0017] Step a) may comprise a passive collection of authentication data comprising:

- collecting a response from the first identity module, and
- determining, from the ciphered challenge, an offline authentication expected response,

[0018] Step b) comprising storing in the database the network challenge and the corresponding offline authentication
expected response.

[0019] In other embodiments of the invention, step b) may comprise an active collection of authentication data com-
prising:

- verifying that the first identity module has previously been authenticated by the network,

- sending to the first identity module a challenge determined from the database and collecting the corresponding
response,

- determining, from the response, an offline authentication expected response, and

- storing in the database the challenge and the corresponding offline authentication expected response.
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[0020] Authentication data stored in the database may comprise a set of records, each record comprising:

an IMSI of an identity module,

- an Integrated Circuit Card ID (ICCID) of the card on which the said identity module is installed,

- achallenge used to generate the authentication data,

- acorresponding offline authentication expected response calculated from a response from the identity module,

- a flag indicating whether the validity of the authentication data is verified against combined identity module and
network spoofing attacks,

- aflag indicating whether the authentication data has been collected actively or passively,

- anumber of times the challenge has been replayed in offline contexts, and/or

- atimestamp related to the time when the challenge/response duplet has been collected.

[0021] Step c) may comprise:

- checking the IMSI of the second identity module, and, if it does not match with an IMS| that needs to be authenticated,

- reading the value of the ICCID of the card on which the second identity module is installed, and, if this ICCID matches
with the value of the ICCID of the card on which the requested identity module is supposed to be installed,

- selecting another identity module present on the said card.
[0022] Step a) may comprise:

- authenticating the communication network with the mobile device, and
- authenticating the first identity module with the communication network.

[0023] In other embodiments of the invention, step a) may comprise:

- authenticating the first identity module with the communication network, and
- offline authenticating the first identity module with the mobile device.

[0024] If more than one challenge/response duplets are stored in the database, step ¢) may comprise:

- selecting in the database all the records where the value of the IMSI matches with the IMSI of the second identity
module,

- assigning a security index S; to each of the selected records, the security index S; depending on the number of times
the record has already been replayed and on the fact that the record has been collected actively or passively,

- sorting all the selected records in descending order of the security index S;, and

- selecting a record to be used according to a probability distribution.

[0025] For example, the probability distribution may have a probability density function equal to:
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i) =—"—

Zsk

k=1

ie N
1<i<N<I10

where i = 1 corresponds to the first element of the list and i = N corresponds to the last element of the list and S; is the
security index of the element at index i.
[0026] The method may comprise using an identity module security algorithms in order to generate:

- acipher key to encrypt/decrypt at least a part of the local resources,
- anintegrity key to generate/verify Message Authentication Codes (MAC).

[0027] Moreover, at least a part of the local resources may be further protected with a password provided by a user.
[0028] The first identity module and the second identity module may be Subscriber Identity Modules (SIM), Universal
Subscriber Identity Modules (USIM), Removable User Identity Modules (RUIM), or CDMA Subscriber Identity Modules
(CSIM).

[0029] An IMSI of an identity module to be authenticated may be predetermined.

[0030] In other embodiments of the invention, an IMSI of an identity module to be authenticated may be implicit and
correspond to an IMSI of an identity module selected at the moment the authentication step is initiated.

[0031] A second aspect of the present invention relates to a computer program product comprising one or more stored
sequences of instructions that are accessible to a processor and which, when executed by the processor, cause the
processor to carry out the steps of the method described above.

[0032] A third aspect of the present invention relates to a mobile device comprising local resources, and a security
manager module configured to secure access to at least a part of the local resources, the mobile device being configured
to:

a) when network connectivity is available:

- being coupled with a first identity module associated to a first International Mobile Subscriber Identity (IMSI),

- receiving in the first identity module a network challenge from a communication network, ciphering the network
challenge using a secret key, and sending a corresponding response to the network for subsequent successful
authentication,

b) after a successful authentication to the communication network:

- associating at least a part of the local resources to the first IMSI, and

- storing, in a database of the security manager module, authentication data related to the challenge/response
duplet,

- granting access to local resources associated to the first IMSI,
c) when network connectivity is not available:

- being coupled with a second identity module associated to a second IMSI,

- sending a challenge to the second identity module, said challenge being determined from the authentication
data stored in the database,

- receiving a response from the second identity module,

- comparing the response with the stored authentication data, and granting access to local resources associated
to the second IMSI if the response received from the second identity module matches the response associated
to the sent challenge in the database.
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BRIEF DESCRIPTION OF THE DRAWINGS

[0033] The present invention is illustrated by way of example, and not by way of limitation, in the figures of the
accompanying drawings, in which like reference numerals refer to similar elements and in which:

- Fig.1isaschematic block diagram of a Mobile Equipment comprising a security manager according to an embodiment
of the invention;

- Fig.2 is a flow chart showing steps of a method of Authentication and Key Exchange (AKA) in Global System for
Mobile Communications (GSM);

- Fig.3 is a flow chart showing steps of a method of AKA in Universal Mobile Telecommunications System (UMTS);
- Fig.4 is a flow chart showing steps of a method for passive collection of authentication data;

- Fig.5is a schematic block diagram of a system for creating a hash code of a concatenated sequence obtained from
a 32-bit response (SRES) and a 64-bit ciphering key (K¢);

- Fig.6 is a flow chart showing steps of a method for active collection of authentication data;

- Fig.7a and Fig.7b are charts which show examples of authentication enabling to prevent attacks based on combined
(U)SIM and network spoofing, according to a first embodiment of the invention;

- Fig.8a and Fig.8b are charts which show examples of authentication enabling to prevent attacks based on combined
(U)SIM and network spoofing, according to a second embodiment of the invention;

- Fig.9 is a flow chart showing steps of a method of authentication;

- Fig.10 is a flow chart showing steps of a method of authentication with an implicit International Mobile Subscriber
Identity (IMSI);

- Fig. 11 is a flow chart showing steps of a method for offline authentication;

- Fig. 12 and Fig.13 are charts showing steps of a method for generating a Message Authentication Code (MAC) of
file and/or for encrypting;

- Fig. 14 is a schematic block diagram of a key derivation function; and
- Fig.15and Fig.16 are charts showing steps of a method for verifying the MAC of a ciphered file and/or for decrypting it.
DESCRIPTION OF PREFERRED EMBODIMENTS

[0034] Embodiments of the invention deal with the problem of enforcing security of local resources of a Mobile Equip-
ment (ME).

[0035] Fig.1representsa security manager 1, embedded in a 3GPP-compliant Mobile Equipment (ME) 100 comprising
a set of authentication components configured to provide authentication, for example a GSM (Global System for Mobile
Communications) authentication component 2, an UMTS (Universal Mobile Telecommunications System) authentication
component 3, an IMS (IP Multimedia Subsystem) authentication component 4, and an I-WLAN (Wireless Local Area
Network) authentication component 5.

[0036] The ME 100 further comprises a mass storage unit 8, and a network connection block 6 configured to permit
connection between the ME 100 and a telecommunication network.

[0037] A Subscriber Identification Module (SIM) or a Universal Subscriber Identification Module (USIM), called (U)SIM
7, is placed in the ME 100.

[0038] The security manager 1 can be implemented as hardware or software or as a combination thereof. The security
manager 1 comprises a service logic module 10 for controlling the security manager 1, and a passive challenge collection
module 11 configured to monitor a plurality of authentication procedures and to collect the challenge generated by a
network entity and the response consequently provided by the U(SIM) 7.

[0039] The security manager 1 further comprises a combined (U)SIM/network anti-spoofing logic 12 configured to
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prevent attacks consisting in an attacker attempting to gain unauthorized access to local resources.

[0040] The security manager 1 further comprises an offline authentication module 13 configured to perform offline
authentication, and an active challenge generation and collection block 14 configured to generate authentication chal-
lenges, to send them to the (U)SIM 7 and to collect related response.

[0041] The security manager 1 further comprises a data confidentiality and integrity block 15 configured to encrypt/de-
crypt files and ensuring their integrity.

[0042] The security manager 1 is configured to have access to a network connection, via the network connection block
6, and to be capable of communicating with the (U)SIM 7 through the exchange of Application Protocol Data Units (APDU).
[0043] In addition, the security manager 1 may be configured to be capable of reading and writing on the mass storage
peripheral 8 and to be capable of monitoring the execution of a plurality of authentication procedures involving the (U)SIM
7 and to retrieve information from them.

[0044] The security manager 1 comprises persistent storage capabilities, such as access to a relational database 16,
and the keying material 17 to validate the authenticity of a remote network entity, such as the public key of a X.509
certificate.

[0045] The security manager 1 enables the ME 100 to use (U)SIM-generated security information to decide whether
to grant a user access to local resources present on the ME 100, such as data and applications. The security manager
1 is capable of securely validating the authenticity of the (U)SIM 7 either with or without support of a remote network
entity. Therefore, (U)SIM authentication can be executed even in offline contexts, where network connectivity is una-
vailable. The security manager 1 is also capable of identifying and preventing attacks consisting in an attacker attempting
to gain unauthorized access to local resources of the ME 100 through the combined use of a spoofed (U)SIM and a
spoofed mobile network.

[0046] The security manager 1 can provide these features by executing the following procedures.

[0047] Firstly, when network connectivity is available, the security manager 1 either actively executes authentication
procedures involving a network entity or monitors appropriate authentication procedures executed by other components
located on the ME 100. At this stage, the security manager 1 may execute a plurality of mechanisms to prevent attacks
involving combined (U)SIM 7 and network 6 spoofing. If said authentication procedure is successful, the security manager
1 grants access to the local resources of the ME 100 and collects a set of information exchanged during the authentication
procedure such as network challenge and (U)SIM response. This information is securely stored in the relational database
16 or in any appropriate persistent storage mean, in order to be subsequently reused to authenticate the (U)SIM 7 if
relevant authentication network entities are not available.

[0048] Secondly, if no appropriate network authentication entities are available, the security manager 1 uses the
information collected at the previous stage to verify the validity of the (U)SIM inserted in the device 100. If this procedure
is successful, the security manager 1 grants access to the device local resources.

[0049] These two stages are described in large detail below.

[0050] The collection of authentication data to be used for authentication in offline contexts can be executed in two
ways: passively or actively. Passive collection consists in the security manager 1 monitoring a plurality of authentication
procedures and collecting the challenge generated by a network entity and the response consequently provided by the
(U)SIM 7 and, in case the monitored procedure is successful, process and store them. Differently, active collection
consistsin the security manager 1 generating authentication challenges itself, sending them to the (U)SIM 7 and collecting
related responses.

[0051] Passive collection canbe achieved by monitoring any of the authentication procedures thatinvolve the execution
of either the GSM AKA (Authentication and Key Exchange) mechanism (sometimes referred to as 2G AKA) or the UMTS
AKA mechanism (sometimes referred to as 3GPP AKA).

[0052] The GSM AKA mechanism allows a network authentication entity to authenticate the identity of a SIM. It is
executed as part of a number of authentication procedures, such as GSM authentication, GPRS authentication, 2G GBA
bootstrap and EAP-SIM.

[0053] Referring to Fig.2, we are describing a GSM AKA mechanism.

[0054] In step S1, a Mobile Station (MS), comprising the ME 100 and the SIM 7, submits to a network Authentication
Centre (AuC) its IMSI (International Mobile Subscriber Identity) number and requests to be authenticated.

[0055] In step S2, the AuC generates a 128 bit random number, called RAND and sends it to the MS.

[0056] Instep S3, the SIM 7 uses the RAND received from the AuC and its secret key K, to generate a 32-bit response
called SRES and a 64-bit ciphering key called K.

[0057] In step S4, the MS sends to the AuC the value of SRES calculated by the SIM 7.

[0058] In step S5, the AuC, which has a copy of the secret key Kl of the SIM 7, calculate SRES and KC on its side. If
the value of SRES calculated by the AuC matches with the one provided by the SIM 7, the SIM 7 authenticity is verified.
[0059] Differently from the GSM AKA, the UMTS AKA provide mutual authentication between the USIM and the
network. This mechanism is used in a larger number of authentication procedures, including UMTS authentication, EAP
(Extensible Authentication Protocol)-AKA, GBA (Generic Bootstrapping Architecture) bootstrap, IMS registration and
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LTE (Long Term Evolution) authentication.

[0060] Referring to Fig.3, we are describing a UMTS AKA mechanism.

[0061] In step S101, a User Equipment (UE), comprising the ME 100 and the USIM 7, submits to the network Authen-
tication Centre (AuC) its IMSI number and requests to be authenticated.

[0062] In step S102, the AuC generates a random number called RAND, as in the case of the GSM AKA, together
with an Authentication Token (AUTN). The AUTN is generated with keying material present on the AuC and is used by
the USIM 7 to validate the authenticity of the network. The AuC then sends RAND and AUTN to the authenticating UE.
[0063] In step S103, the USIM 7, upon reception of RAND and AUTN, first of all, checks the authenticity of the AUTN.
If the AUTN is authentic, the USIM 7 generates a response sequence RES long up to 128 bits, a 128-bit cipher key
called CK and a 128-bit integrity key called IK. These values, similarly to the case of the GSM AKA are generated based
on the value of the RAND and of the USIM 7 secret key K. If the AUTN is not authentic, the USIM 7 does not calculate
RES, CK and IK and the AKA fails.

[0064] In step 104, if the AUTN verification is successful, the UE sends to the AuC the value of RES obtained from
the RAND previously received.

[0065] In step 105, the AuC, which has a copy of the key K of USIM 7, calculates RES, CK and IK on its side. If the
value of RES calculated by the AuC matches with the one provided by the USIM 7, the USIM authenticity is verified.
[0066] It should be noticed that the 3GPP defines a set of conversion functions that allow to derive GMS-AKA’s SRES
from UMTS-AKA’s RES and GSM-AKA'’s KC from UMTS-AKA'’s CK and IK. These conversion functions, called respec-
tively c2 and c3, are described in 3GPP TS 33.102 release 9, section 6.8.1.2. These conversion functions are used by
embodiments of this invention in order to compare results obtained with UMTS AKA and GSM AKA mechanisms.
Reference to the utilisation of conversion functions ¢2 and c3 is provided in Fig.4 and Fig.5.

[0067] Fig.4 shows a method for passive collection of authentication data.

[0068] In step S201, the security manager 1 starts monitoring an authentication procedure.

[0069] In step S202, the security manager 1 tests a condition of success of the authentication procedure. If the
authentication procedure is successful, the method goes to step S203, if not the procedure exits.

[0070] In step S203, the security manager 1 determines a type of AKA.

[0071] If the procedure being monitored involves the execution of the UMTS-AKA mechanism, the method goes to
step S204. Differently, if the monitored procedure involves the execution of the GSM-AKA mechanism, the security
manager 1 collects SRES and K, directly and the method goes to step S205.

[0072] In step S204, the security manager 1 collects the value of RAND, RES, CK and IK. Then, the security manager
1 calculates SRES from RES through the conversion function c2 and K¢ from CK and IK through the conversion function
c3.

[0073] In step S205, from the values of SRES and K obtained, the security manager 1 generates an offline authen-
tication expected response, hereby defined OFFLINE_RESP, obtained by concatenating SRES and K¢ and, subse-
quently, creating a hash code of the concatenated sequence obtained from SRES and K, as shown in Fig.5:

OFFLINE _RESP =H (SRES K )

[0074] In step S206, the security manager 1 stores authentication data in the database 16.

[0075] The rationale for generating OFFLINE_RESP as explained here is that, requiring both SRES and K¢, for this
operation prevents attackers from obtaining OFFLINE_RESP by sniffing the AKA procedure over an unencrypted com-
munication channel. In fact, K. is not exchanged over the air interface during the AKA and is available only to the ME
100 and, in certain procedures, is passed by the AuC to the BSS/RNS (Base Station Subsystem/ Radio Network Sub-
system). In addition, the hashing of the data makes it impossible to obtain SRES and K¢ from OFFLINE_RESP in case
access to the security manager database 16 was illicitly gained.

[0076] Differently from passive collection, the active collection consists in the security manager 1 generating autono-
mously the random sequence RAND and sending it to the (U)SIM 7 in order to obtain authentication data. In this case,
UMTS AKA could not be used to calculate the response to the given RAND. In fact, since the security manager 1 does
not have knowledge of the USIM security key K and the sequence number SQN, it would not be able to generate a valid
AUTN. As a result, all attempts to obtain RES, CK and IK would be rejected by the USIM 7. For this reason, the GSM
AKA mechanism is used and K¢ and SRES are collected as a response.

[0077] Fig.6 shows a method for active collection of authentication data.

[0078] Instep S301, the security manager 1 verifies that the (U)SIM 7 has previously been authenticated by the network
through any authentication protocol based on UMTS or GSM AKA, and therefore a security context is currently estab-
lished. This verification ensures that the (U)SIM 7 is authentic.

[0079] In step S302, the security manager 1 sends to the (U)SIM 7 one or more random strings RAND and collects



10

15

20

25

30

35

40

45

50

55

EP 2 633 716 B1

as many SRES/K, duplets. The active collection of K; and SRES can be carried out in two different ways, depending
on the capabilities of the ME 100 and of the (U)SIM 7.

[0080] If the security manager 1 is on a UMTS-enabled ME 100 and the card containing the (U)SIM 7 is a UICC with
a USIM application supporting operation in a GSM security context, the security manager 1 sends, in step S303A, an
AUTHENTICATE command APDU (Application Protocol Data Unit) to the card, appending the locally generated RAND
and specifying as authentication context the value "GSM context", as explained by 3GPP TS 31.102.

[0081] If the security manager 1 is on a GSM-only ME 100 or the card containing the (U)SIM 7 is a SIM card without
UICC, the security manager 1 sends, in step S303B, a RUN_GSM_ALGO command APDU to the card, appending the
generated RAND to the message.

[0082] In step S304, the security manager 1 obtains K; and SRES as response to the AUTHENTICATE or
RUN_GSM_ALGO APDU messages sent and generates the expected offline response OFFLINE_RESP, as for the
case of passive authentication data collection, described above.

[0083] After the security manager 1 has successfully collected the desired authentication data, either passively or
actively, it stores them in the relational database 16, in order to reuse them when needed. Each record of the database
16 may contain the following fields:

- the IMSI of the (U)SIM 7 to which the authentication data refers,

- the ICCID (Integrated Circuit Card ID) of the card on which the (U)SIM 7 is installed. As explained more in detail
later, the combined knowledge of IMSI and ICCID enables to appropriately perform offline the authentication in case
a UICC (Universal Integrated Circuit Card) card has multiple USIM applications. Nevertheless, it would also be
possible to store the ICCID and IMSI matching information in a separate table.

- the RAND used to generate the authentication data,
- the OFFLINE_RESP calculated from SRES and K,

- a flag indicating whether the validity of the authentication data is verified against combined (U)SIM and network
spoofing attacks,

- aflag indicating whether the authentication data has been collected actively or passively,

- the number of times this RAND has been replayed in offline contexts. This value is initially set to 0 and later updated
by the security manager 1 each time the RAND/OFFLINE_RESP duplet is used.

- the timestamp related to the time when the RAND/OFFLINE_RESP duplet has been collected.

[0084] The challenge/response collection mechanism described above could be vulnerable to attacks where both a
spoofed (U)SIM and a spoofed network are used in conjunction to simulate a successful AKA authentication. In fact, in
this scenario, an attacker could insert into the ME 100 a (U)SIM with a spoofed IMSI and run an authentication based
on either UMTS or GSM AKA with a spoofed network resulting in the spoofed network and spoofed (U)SIM pretending
to successfully authenticate each other without knowing the real secret key of the authentic (U)SIM. As a result, whether
active or passive collection is being performed, the security manager 1 will collect forged authentication data injected
by the attacker believing them to be genuine. As a consequence, the data inserted in the database are poisoned and
the security of the system is compromised.

[0085] If attacks based on combined (U)SIM and network spoofing are deemed likely to occur and are required to be
prevented, two solutions can be optionally adopted to effectively address this issue.

[0086] The first solution, represented in Fig.7A and in Fig.7B, consists in the ME 100 authenticating the network entity
running the AKA, i.e. the network server which issues the RAND (and the AUTN, in UMTS AKA case) and validates
(U)SIM’s (S)RES. This authentication can be executed, for instance, with the verification of a X.509 certificate assigned
to the network entity involved in the AKA, where the ME 100 knows the public key of said certificate and can verify its
validity. As an example, this procedure could be carried out as part of a GBA bootstrap. In fact, in this case, the component
of the ME 100 running the bootstrap procedure could set up a TLS (Transport Layer Security) connection with the GBA
BSF (Bootstrapping Server Function) and verify its certificate before executing the bootstrap. If the verification of the
server identity by the ME 100 is successful and the subsequent AKA (either GSM or UMTS) is also successful, the ME
100 can assume that both network and (U)SIM 7 are genuine. Indeed, with this procedure, whether GSM or UMTS AKA
is used, the ME 100 authenticates the network, as symbolized by arrow Aye_,\. and the network authenticates the
(U)SIM 7. Network and USIM 7 mutually authenticate with UMTS AKA, as symbolized by arrow Ay_yg) in Fig.7A, and
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network authenticates (U)SIM 7 with GSM AKA, as symbolized by arrow Ay_,sim in Fig.7B. Therefore, transitively,
the ME 100 can reliably validate the authenticity of the (U)SIM 7.

[0087] Alternatively to this first solution, a second solution can be adopted to prevent combined (U)SIM and network
spoofing in case the ME 100, for any reason, cannot verify the authenticity of the network entity running the AKA, as
described above. This solution, depicted in Fig.8A and Fig.8B, comprises two steps. First, the (U)SIM 7 and the network
run an authentication procedure based on either a GSM or UMTS AKA. Network and USIM 7 mutually authenticate with
UMTS AKA, as symbolized by arrow Ay_g v in Fig.8A, and network authenticates (U)SIM 7 with GSM AKA, as symbolized
by arrow Ay_,u)sim in Fig.8B. Second, if the authentication is successful and the security manager 1 has in its database
16 at least one record containing a RAND/OFFLINE_RESP duplet that can be considered reliable (i.e. not poisoned by
combined USIM/network spoofing attacks), the security manager 1 actively sends a challenge to the (U)SIM 7 and
compares the response with the value of OFFLINE_RESP present in the database 16, as symbolized by arrow Aye_,ysim
in Fig.8A and by arrow Aye_,y)sim in Fig.8B. If the values match, then the security manager 1 can reliably assume that
both (U)SIM and network are authentic. The methods to be used for selecting a RAND/OFFLINE_RESP duplet to play,
sending it to the (U)SIM 7 and comparing the results obtained with those expected are described later.

[0088] If any or both of the two solutions described above have been executed together with either a successful GSM
or UMTS AKA, the (U)SIM 7 can be assumed to be authentic. Therefore, the collection of authentication data obtained
by passively monitoring this mechanism is protected against combined (U)SIM and network spoofing attacks. In addition,
after a security context is established with one or both of these two solutions being executed, the security manager 1
can actively collect authentication data from the (U)SIM 7 with protection from combined (U)SIM and network spoofing
attacks. When the security manager 1 stores authentication data collected with these methods, either actively or passively,
it must set the flag indicating that the RAND/OFFLINE_RESP collected is protected against combined (U)SIM and
network spoofing.

[0089] We are describing below a process through which it is possible to implement access control to local resources
of the ME 100, based on the verification of the identity of a (U)SIM 7. With the term "resource", it is intended any physical
or logical entity present on the ME 100 that a user can consume or from which can obtain benefits. Examples of such
resources include, but are not limited to, software components, such as files, directories, applications, operating systems,
virtual machine images and hardware components, such as storage devices and input or output peripherals, such as
cameras, microphones, sensors and network interfaces.

[0090] Firstof all, in order to perform the authentication process enforcing access control, all resources of the ME 100
that are intended to be covered by this protection must be labelled with the IMSI(s) of the (U)SIM(s) whose owner(s)
are authorized to access that resource. Optionally, resources could also be labelled with the list of operations that
authorised IMSIs can perform on them. Alternatively, those resources can also be labelled with an alternative identifier
that could be uniquely mapped to an IMSI. If all local resources on the ME 100 are supposed to have the same access
conditions, the list of authorised IMSIs can be centralised. Possible methods for representing the list of authorised IMSls
to access resources and the action their owners are allowed to perform on them are known to those skilled in the art
and are beyond the scope of this invention.

[0091] Fig.9 represents a complete authentication procedure. The security manager 1 initiates the authentication
procedure when access to a specific resource protected by access control is requested by a user. Alternatively, it can
initiate the procedure at boot time or at any other relevant event.

[0092] In step S401, the security manager 1 verifies if a SIM or UICC card is inserted into the ME 100. If no card is
available, access to the resources is denied (step S414) and the procedure exits. Otherwise, if a card is inserted, the
method goes to step S402.

[0093] In step S402, the security manager 1 checks the IMSI of the currently selected (U)SIM application. If it does
not match with the IMSI that needs to be authenticated, the method goes to step S403. If it matches the method goes
to step S407.

[0094] In step S403, the security manager 1 reads the value of the ICCID of the card. If this ICCID does not match
with the value of the ICCID of the card on which the requested (U)SIM application is supposed to be installed, it means
that a different card is inserted. In this case, access to the resources is denied (step S414) and the procedure exits.
[0095] Differently, if this ICCID matches with the value of the ICCID of the card on which the requested (U)SIM
application is supposed to be installed, it may mean that the card has multiple (U)SIM applications and the required one
is not currently selected. In this case, the method goes to step S404.

[0096] In step S404, the security manager 1 tests a condition of other (U)SIM applications not yet selected. In case
there is no other (U)SIM, access to the resources is denied (step S414) and the procedure exits. In case there is other
(U)SIM, the method goes to step S405.

[0097] In steps S405 and S406, the security manager 1 selects one-by-one all the (U)SIM applications present on the
card until it finds the one with the required IMSI. The way to know if a card is equipped with multiple (U)SIM applications
and how to select them is well knows to those skilled in the art and it is beyond the scope of this invention. If the desired
(U)SIM application is not found, access to the resources is denied (step S414) and the procedure exits.
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[0098] It should be noticed that in these steps itis assumed that the security manager 1 has knowledge of the expected
ICCID-IMSI mapping. This information can be gathered from the database table containing the list of
RAND/OFFLINE_RESP duplets for offline authentication or from a separate table, as described above.

[0099] Once the (U)SIM with the required IMSI is selected, in step S407, the security manager 1 tests if there is an
active security context and if anti-spoofing mechanisms have been successfully executed. If there is an active security
context established between the (U)SIM with the required IMSI and the network and if anti-spoofing mechanisms have
been successfully executed, the method goes to step S413. If not the method goes to step S408.

[0100] Instep S408, the security manager 1 tests if network connectivity is available. If network connectivity is available
the method goes to step S411. If not the method goes to step S409.

[0101] In step S409, the security manager 1 tests if there is authentication data available for running offline authenti-
cation. If there is authentication data available for running offline authentication the method goes to step S410. If not the
access to local resources is forbidden (step S414).

[0102] Instep S410,if no network connectivity is available or if no network entities for performing an AKA are reachable,
the security manager 1 performs an offline authentication, as detailed later. If this offline authentication is successful
(step S412), access to the resources is granted (step S413), otherwise is denied (step S414). After this stage, the
authentication process exits.

[0103] Instep S411, the security manager 1 runs any suitable (U)SIM authentication procedure involving either UMTS
or GSM AKA. In addition, the security manager 1 can execute one of the procedures to prevent combined USIM/network
spoofing attacks described above.

[0104] Instep S412, the security manager 1 tests if the authentication is successful. If the authentication is successful,
access to the resources is granted (step S413) and the procedure exits. If the authentication is not successful, access
to the resources is denied (step S414) and the procedure exits.

[0105] Alternatively to the authentication procedure described above, where the IMSI to be authenticated is explicitly
specified in the process and it corresponds to the owner of the specific resource to which access is required, the
authentication procedure could also be carried out on an implicit IMSI. As a matter of fact, the authentication procedure
could be executed by the security manager on the IMSI of the (U)SIM application selected at the moment the procedure
is initiated.

[0106] Fig.10 shows an activity diagram of the authentication procedure with an implicit IMSI.

[0107] In step S501, the security manager 1 verifies if a SIM or UICC card is inserted into the ME 100. If no card is
available, access to the resources is denied (step S511) and the procedure exits. Otherwise, if a card is inserted, the
method goes to step S502.

[0108] In step S502, the security manager 1 tests if a (U)SIM is currently selected. If a (U)SIM is currently selected,
the method goes to step S504. If not the method goes to step S503.

[0109] In step S503, the security manager 1 selects a (U)SIM application.

[0110] In step S504, the security manager 1 tests if there is an active security context and if anti-spoofing mechanisms
have been successfully executed. If there is an active security context and if anti-spoofing mechanisms have been
successfully executed the method goes to step S510. If not the method goes to step S505.

[0111] In step S505, the security manager 1 tests if there is network connectivity. If there is network connectivity the
method goes to step S508. If not the method goes to step S506.

[0112] In step S506, the security manager 1 tests if there is authentication data available for running offline authenti-
cation. If there is authentication data available for running offline authentication the method goes to step S507. If not the
access to local resources is forbidden (step S511).

[0113] Instep S507, if no network connectivity is available or if no network entities for performing an AKA are reachable,
the security manager 1 performs an offline authentication, as detailed later. If this offline authentication is successful
(step S509), access to the resources is granted (step S510), otherwise is denied (step S511).

[0114] In step S508, the security manager 1 run AKA-based authentication with anti-spoofing mechanisms.

[0115] Instep S509, the security manager 1 tests if the authentication is successful. If the authentication is successful,
access to the resources is granted (step S510) and the procedure exits. If the authentication is not successful, access
to the resources is denied (step S511) and the procedure exits.

[0116] Fig.11 represents an activity diagram of offline authentication process. Offline authentication consists in the
replay to the (U)SIM 7 of a RAND sequence and the verification of (U)SIM’s response against the value of the expected
offline response OFFLINE_RESP stored in a record of the security manager’s database 16. This mechanism consists
of three aspects:

- selection of the RAND/OFFLINE_RESP duplet to replay, if more than one are available to the security manager 1,

- submission of the RAND to the (U)SIM 7 and collection of related response, and
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- verification of the results against the value of OFFLINE_RESP.

[0117] Withrespectto the selection of the RAND/OFFLINE_RESP to select for the authentication, this invention defines
an algorithm that maximises system security in case multiple records are present in the database 16 of the security
manager 1. More specifically, this algorithm behaves differently depending on the fact that protection against combined
(U)SIM/network spoofing is required or not.

[0118] In case this protection is required, the algorithm behaves as follows.

[0119] In step S601, the security manager 1 selects all the records where the value of the IMSI field matches with the
IMSI of the (U)SIM 7 that has to be offline-authenticated.

[0120] Then, the security manager 1 selects all the records that have been collected using one of the two methods
preventing combined (U)SIM/network spoofing. This can be achieved by selecting only the records with relevant flag set.
[0121] In step S602, the security manager 1 tests if there is at least one record selected. If there is at least one record
selected the method goes to step S603. If there are no records left, the offline authentication fails (step S612).

[0122] In step S603, if there is only one record, this sample is marked for being used. Otherwise, if multiple records
are available, the record to be used for authentication is selected as follows. Each of the selected records in the database
16 is assigned a security index S;, calculated as:

s, =27

[0123] Where r; indicates the number of times this record has already been replayed and a; is equal to 1 if the sample
has been collected actively or equal to O if collected passively.

[0124] In step S604, all the selected records of the list are sorted in descending order of S;. If multiple elements have
the same value of S;, then they are sub-sorted from the most recent to the least recent timestamp of collection.

[0125] In step S605, the security manager 1 tests if the list has more than ten records. In this case, only the first ten
records of the ordered list are selected (step S606), otherwise all the records in the list are selected.

[0126] In step S607, the record marked for being used will be the record at index i of the list, where i is a natural
number between 1 and N, where N is the number of records of the list and i is the a realization of a random variable
with probability density function equal to:

p(i)= ——Nsi

Zsk

k=1

ie N
1<i<N<10

where i = 1 corresponds to the first element of the list and i = N corresponds to the last element of the list and S; is the
security index of the element at index i.

[0127] Differently, in case strict protection against combined (U)SIM/network spoofing is not required, the same algo-
rithm described above can be executed, but with the two following differences:

- records with combined (U)SIM/network spoofing protection flag unset are also selected, and
- the value of the security index S; is calculated as follows:
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where v; is equal to 3 if the anti-spoofing flag is set or 0 if unset.

[0128] The probability distribution used for selecting the RAND/OFFLINE_RESP disclosed above is reported as ex-
ample. Different selection methods could be equally used.

[0129] In step S608, once the RAND/OFFLINE_RESP duplet to be used for offline authentication has been selected,
the security manager 1 sends to the (U)SIM 7 the random sequences RAND and collects the response. This procedure
can be carried out in two different ways, depending on the capabilities of the ME 100 and of the (U)SIM 7.

[0130] According to a first way, if the security manager 1 is on a UMTS-enabled ME 100 and the card is a UICC with
a USIM application supporting operation in a GSM security context, the security manager 1 sends an AUTHENTICATE
command APDU to the card, appending the RAND and specifying as authentication context the value "GSM context",
as explained by 3GPP TS 31.102 release 9.

[0131] Accordingto a second way, if the security manager 1 is on a GSM-only ME 100 or the card is a SIM card without
UICC (Universal Integrated Circuit Card), the security manager 1 sends a RUN_GSM_ALGO command APDU to the
card appending the RAND to the message.

[0132] The security manager 1 obtains K, and SRES as response to the AUTHENTICATE or RUN_GSM_ALGO
APDU commands sent during the step described above.

[0133] In step S609, the security manager 1 generates the expected offline response OFFLINE_RESP as:

OFFLINE _RESP =H (SRES || K .)

[0134] In step S610, the security manager 1 tests if the OFFLINE_RESP matches with the expected value.

[0135] If the value of OFFLINE_RESP calculated here matches with the value of OFFLINE_RESP present in the
selected record of the database 16, the authentication is successful (step S611), otherwise it fails (step S612).

[0136] Afterthe offline authentication has been executed, the security manager 1 increases by one the replays counter
of the record that has been replayed. In addition, it is also recommendable that, if there are records that have already
been replayed at least three times, they are deleted from the database 16.

[0137] Embodiments of the invention hereby described provide capabilities for controlling access to local resources
of a mobile device 100 based on the verification of the authenticity of a (U)SIM 7. However, the effective applicability of
these features relies on the fact that the mobile device hardware or software are capable of securely enforcing denial
of access to those resources in the case (U)SIM authenticity is not verified. This could represent a strong limitation in
case this mechanism is applied to control the access to data located on a removable memory storage mean, such as a
Secure Digital (SD) card. In fact, the mobile device 100 can limit access to such removable memory equipment with the
mechanism described above only as long as it inserted in the device 100. As a result, once it is removed from the device
100, the data stored on it could be read or written without control by another device not implementing access control
features. Therefore, it is necessary to provide an adequate level of security to those data with appropriate means that
can guarantee their confidentiality and integrity, in order that, even if the removable memory device is removed, data
stored on it could not be interpretable and could not be modified without detection from a legitimate user.

[0138] More specifically, two methods can be applied to appropriately address this issue.

[0139] The first method consists in:

- implementing confidentiality and integrity through mechanisms already known to those skilled in the art, such as
using symmetric encryption algorithms to provide confidentiality and Message Authentication Codes (MAC) to provide
integrity control, which could be applied on a file-by-file basis or to entire disk sectors.

- store all the required keying material used for encryption/decryption and MAC generation/verification on a non-
removable memory which is protected by the (U)SIM-based access control mechanism detailed above. In this way,
the encryption/decryption and MAC generation/verification could be done only in presence of the (U)SIM 7 of a user
authorised to access the data. In addition, the data cannot be understood or forged if the removable memory
component is inserted in another device.

[0140] Also in this case, data must be labelled with the IMSIs of the (U)SIMs of the users allowed to access them,
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optionally complemented by an indication of what operation each user is permitted to execute.
[0141] A second method consists in using the (U)SIM security algorithms in the key generation process, in order to
generate:

- acipher key K¢ |pper, to encrypt/decrypt data,
- anintegrity key KiytegriTy: 10 generate/verify Message Authentication Codes (MAC) for integrity purposes, and
- aninitialization vector IV to be used in combination with a block cipher to increase the robustness of encryption.

[0142] These values can then be used to encrypt/decrypt files and generate and verify message authentication codes
(MAC), either on a file-by-file basis or on entire disk sectors.

[0143] Fig.12 and Fig.13 illustrates the process for generating a MAC of file and/or for encrypting it.

[0144] In step S701, each file Pg, g that requires to be encrypted needs to be labelled with the IMSI of the (U)SIM 7
required for its decryption or with a unique string that can be univocally mapped to that IMSI.

[0145] In step S702, the file is then labelled with a 128-bit random string that will be used as input for the AUTHEN-
TICATE/RUN_GSM_ALGO function of the (U)SIM 7. This random sequence can be a global non-secret attribute of the
memory drive and used by all files of the drive. Alternatively, it can be selected from a pool of few 128-bit random strings
present either on the memory drive itself or the mobile device memory or on a remote entity. In addition, files can be
labelled directly with this random sequence or, alternatively, with an identifier that can be mapped with this random
string. It is necessary to make sure that the total number of those random strings in the system is limited. In fact, as it
will be explained later, they are sent as input to the (U)SIM 7 for the generation of keying material and, if a large plurality
of files are protected with this mechanism and are all associated to different strings, their encryption/decryption would
require many AUTHENTICATE/RUN_GSM_ALGO APDU commands to be sent to the (U)SIM 7. Since (U)SIM appli-
cations generally stop working after a moderately high number of authentication procedures received (generally 216),
such a scenario could severely reduce (U)SIM lifecycle.

[0146] In step S703, if it is desired to protect the file with a password, a password is provided by the user and it is
used to generate a secondary 128 bit random string. In Fig.13, files Pg, g.» and Pg g3 are protected by a password.
This secondary random string will be used for the rest of the algorithm. In one embodiment, this supplementary string
can be generated from the MD5 hashing of the original random string concatenated with the password, as explained here:

RAND'= MDS(RAND || PASSWORD)

[0147] Instep S704,thisrandomstringisthenappendedtoan AUTHENTICATE orRUN_GSM_ALGO APDU command
and sent to the (U)SIM 7 in order to obtain SRES and K, similarly to the case of the offline authentication described
above. SRES and K are then fed to a function which generates a master key as function of only those two values. In
one embodiment, this function could be the same function used to generate OFFLINE_RESP strings as described above,
therefore:

MK = H(SRES || K ;)

[0148] In step S705, the master key is then fed into a key derivation function, depicted in Fig.14 which:

- generates, with a salt generator 140, a "salt", i.e. a random string long at least 64-bits, which is unique and specific
to the file that is to be encrypted,

- uses the salt and the master key to generate K¢ \pper, KinTEGRITY @nd 1V as:

K cpuse = H(SALT || MK || RANDSTR _K )
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K rcrmy = H(SALT | MK | RANDSTR _K,)

IV = H(SALT IMK || RANDSTR _1V)

[0149] Where RANDSTR_KC, RANDSTR_KIand RANDSTR_IV are three well-known constant random strings, which
are used to differentiate the three outputs above.

[0150] Instep S706, K\\TEGRITY Can be used to generate a MAC of the file (e.g. with a Hash-based Message Authen-
tication Code (HMAC) function) to for integrity assurance. Additionally, if confidentiality is required, the plaintext file and
the MAC can be ciphered using K¢ pyer @s ciphering key (e.g. with AES cipher) and 1V as initialisation vector for the
cipher (e.g. if AES is used in Cipher-Block Chaining (CBC) mode of operation).

[0151] In step S707, the following attributes may be attached to the output file Cg g, in order to allow decryption and
MAC verification:

- the salt used for generating the key,

- the random string associated to the file or an identifier that can be mapped to it,

- the IMSI of the (U)SIM 7 used for the encryption process, or an identifier that can be mapped to it, and
- aflag indicating whether the file requires a password to be decrypted.

[0152] Fig.15 and Fig.16 represent the process for verifying the MAC of a ciphered file C g and/or for decrypting it.
[0153] Instep S801,the IMSI of the (U)SIM 7 used to cipher the file is retrieved. If the required (U)SIM 7 is not available,
the procedure exits, otherwise the relevant (U)SIM 7 is selected if it is not selected yet.

[0154] In step S802, the salt and the 128-bit random string associated to that file Cg, g are retrieved.

[0155] In step S803, if the file Cg g is protected with a password, the password is provided by the user and it is used
to generate the secondary 128-bit random string, in the same way it is used during the encryption process. In the example,
files C .o and Cg .3 are protected by a password.

[0156] Instep S804, thisrandomstringisthenappendedtoan AUTHENTICATE orRUN_GSM_ALGO APDU command
and sent to the (U)SIM 7 in order to obtain SRES and K, similarly to the case of the offline authentication described
above. SRES and K¢ are then fed to a function which generates a master key as function of only those two values. In
one embodiment, this function could be the same function used to generate OFFLINE_RESP strings as described above,
therefore:

MK = H(SRES | K .)

[0157] In step S805, the master key is then fed into a key derivation function together with the salt associated to the
file. From this function K¢ pner, KinTEGrITY @nd IV are generated, as described here:

K ypuze = H(SALT || MK || RANDSTR _K )

K wrsormy = H(SALT | MK || RANDSTR _K,)
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IV =H(SALT | MK || RANDSTR _1V)

[0158] Where RANDSTR_K¢, RANDSTR_K;and RANDSTR_IV are three well-known constant random strings, which
are used to differentiate the three outputs above.

[0159] In step S806, K¢ pper @nd IV are used to decrypt the file and K\\tegriTy is used to verify the MAC of the file.
If the file has been forged or is damaged, the MAC verification fails (step S807). Otherwise, the decryption is successful
(step S808).

[0160] A person skilled in the art would recognise that embodiments of this invention can be obviously extended to
be used with 3GPP2-compliant mobile devices, where instead of a (U)SIM, a Removable User Identity Module (RUIM)
or a CDMA Subscriber Identity Module (CSIM) are used to perform authentication and key exchange between a mobile
subscriber and a mobile network.

[0161] Although the present invention has been described hereinabove with reference to specific embodiments, the
present invention is not limited to the specific embodiments, and modifications will be apparent to a skilled person in the
art which lie within the scope of the present invention.

[0162] Many further modifications and variations will suggest themselves to those versed in the art upon making
reference to the foregoing illustrative embodiments, which are given by way of example only and which are not intended
to limit the scope of the invention, that being determined solely by the appended claims. In particular the different features
from different embodiments may be interchanged, where appropriate.

[0163] In the claims, the word "comprising" does not exclude other elements or steps, and the indefinite article "a" or
"an" does not exclude a plurality. The mere fact that different features are recited in mutually different dependent claims
does not indicate that a combination of these features cannot be advantageously used. Any reference signs in the claims
should not be construed as limiting the scope of the invention.

Claims
1. Method of data processing for securing local resources in a mobile device (100), the method comprising:
a) when network connectivity is available:

- coupling the mobile device (100) with a first identity module (7) associated to a first International Mobile
Subscriber Identity, IMSI,
- receiving in the first identity module (7) a network challenge from a communication network, ciphering the
network challenge using a secret key, and sending a corresponding response to the network for subsequent
successful authentication,

b) after a successful authentication to the communication network:

- associating at least a part of the local resources to the first IMSI, and

- storing, in a database (16) of the mobile device (100), authentication data related to the challenge/response
duplet,

- granting access to local resources associated to the first IMSI,

c) when network connectivity is not available:

- coupling the mobile device (100) with a second identity module associated to a second IMSI,

-sending a challenge to the second identity module, said challenge being determined from the authentication
data stored in the database (16),

- receiving a response from the second identity module,

- comparing the response received with the stored authentication data, and granting access to local re-
sources associated to the second IMSI if the response received from the second identity module matches
a response associated to the sent challenge in the database (16).

2. Method according to claim 1, wherein step a) comprises a passive collection of authentication data comprising:
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- collecting a response from the first identity module (7), and
- determining, from the response, an offline authentication expected response,

step b) comprising storing in the database (16) the network challenge and the corresponding offline authentication
expected response.

Method according to claim 1, wherein step b) comprises an active collection of authentication data comprising:

- verifying that the first identity module (7) has previously been authenticated by the network,

- sending to the first identity module (7) a challenge determined from the database (16) and collecting the
corresponding response,

- determining, from the response, an offline authentication expected response, and

- storing in the database (16) the challenge and the corresponding offline authentication expected response.

Method according to claim 1, wherein authentication data stored in the database (16) comprise a set of records,
each record comprising:

- an IMSI of an identity module,

- an Integrated Circuit Card ID, CCID, of the card on which the said identity module is installed,

- a challenge used to generate the authentication data,

- a corresponding offline authentication expected response calculated from a response from the identity module,
- a flag indicating whether a validity of the authentication data is verified against combined identity module and
network spoofing attacks,

- a flag indicating whether the authentication data has been collected actively or passively,

- a number of times the challenge has been replayed in offline contexts, and/or

- a timestamp related to the time when the challenge/response duplet has been collected.

Method according to claim 4, wherein step c) comprises:

- checking the IMSI of the second identity module, and, if it does not match with an IMSI that needs to be
authenticated,

- reading the value of the ICCID of the card on which the second identity module is installed, and, if this ICCID
matches with the value of the ICCID ofthe card on which the requested identity module is supposed to be installed,
- selecting another identity module present on the said card.

Method according to claim 1, wherein step a) comprises:

- authenticating the communication network with the mobile device (100), and
- authenticating the first identity module (7) with the communication network.

Method according to claim 1, wherein step a) comprises:

- authenticating the first identity module (7) with the communication network, and
- offline authenticating the first identity module (7) with the mobile device (100).

Method according to claim 1, wherein step c) comprises, if more than one challenge/response duplets are stored
in the database (16):

- selecting in the database (16) all the records where the value of the IMSI matches with the IMSI of the second
identity module,

- assigning a security index S; to each of the selected records, the security index S; depending on the number
of times the record has already been replayed and on the fact that the record has been collected actively or
passively,

- sorting all the selected records in descending order of the security index S;, and

- selecting a record to be used according to a probability distribution.

9. Method according to claim 8, wherein the probability distribution has a probability density function equal to:
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p(@) =Ts"—

Zsk

k=1

ie N
1<i<N<10

where i = 1 corresponds to the first element of the list and i = N corresponds to the last element of the list and S; is
the security index of the element at index i.

Method according to claim 1, comprising using an identity module security algorithms in order to generate:

- a cipher key to encrypt/decrypt at least a part of the local resources,
- an integrity key to generate/verify Message Authentication Codes, MAC.

Method according to claim 1, wherein at least a part of the local resources is further protected with a password
provided by a user.

Method according to claim 1, wherein the first identity module (7) and the second identity module are Subscriber
Identity Modules (SIM), Universal Subscriber Identity Modules (USIM), Removable User Identity Modules, RUIM,
or CDMA Subscriber Identity Modules, CSIM.

Method according to claim 1, wherein an IMSI of an identity module to be authenticated is predetermined.

Method according to claim 1, wherein an IMSI of an identity module to be authenticated is implicit and corresponds
to an IMSI of an identity module selected at the moment the authentication step is initiated.

Computer program product comprising one or more stored sequences of instructions that are accessible to a proc-
essor and which, when executed by the processor, cause the processor to carry out the steps of any of claims 1 to 14.

Mobile device (100) comprising local resources, and a security manager module (1) configured to secure access
to at least a part of the local resources, the mobile device (100) being configured to:

a) when network connectivity is available:

- being coupled with a first identity module (7) associated to a first International Mobile Subscriber Identity,
IMSI,

- receiving in the first identity module (7) a network challenge from a communication network, ciphering the
network challenge using a secret key, and sending a corresponding response to the network for subsequent
successful authentication,

b) after a successful authentication to the communication network:
- associating at least a part of the local resources to the first IMSI, and
- storing, in a database (16) of the security manager module (1), authentication data related to the chal-
lenge/response duplet,
- granting access to local resources associated to the first IMSI,
c) when network connectivity is not available:
- being coupled with a second identity module associated to a second IMS],

-sending a challenge to the second identity module, said challenge being determined from the authentication
data stored in the database (16),
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- receiving a response from the second identity module,

- comparing the response with the stored authentication data, and granting access to local resources
associated to the second IMSI if the response received from the second identity module matches the
response associated to the sent challenge in the database (16).

Patentanspriiche

1. Datenverarbeitungsverfahren zum Sichern lokaler Betriebsmittel in einer mobilen Vorrichtung (100), wobei das
Verfahren Folgendes umfasst:

a) wenn Netzkonnektivitat verfligbar ist:

- Koppeln der mobilen Vorrichtung (100) mit einem ersten Kennungsmodul (7), das einer ersten internati-
onalen Mobilteilnehmerkennung, IMSI, zugeordnet ist,

- Empfangen einer Netzabfrage von einem Kommunikationsnetz in dem ersten Kennungsmodul (7), Ver-
schliusseln der Netzabfrage unter Verwendung eines geheimen Schlissels und Senden einer entsprechen-
den Antwort zu dem Netz zur nachfolgenden erfolgreichen Authentifizierung,

b) nach einer erfolgreichen Authentifizierung zu dem Kommunikationsnetz:

- Zuordnen wenigstens eines Teils der lokalen Betriebsmittel zu der ersten IMSI und

- Speichern von Authentifizierungsdaten, die sich auf das Anfrage/Antwort-Duplett beziehen, in einer Da-
tenbank (16) der mobilen Vorrichtung (100),

- Erlauben von Zugriff auf lokale Betriebsmittel, die der ersten IMSI zugeordnet sind,

c) wenn keine Netzkonnektivitat verfiigbar ist:

- Koppeln der mobilen Vorrichtung (100) mit einem zweiten Kennungsmodul, das einer zweiten IMSI zu-
geordnet ist,

- Senden einer Abfrage zu dem zweiten Kennungsmodul, wobei die Abfrage aus den in der Datenbank
(16) gespeicherten Authentifizierungsdaten bestimmt ist,

- Empfangen einer Antwort von dem zweiten Kennungsmodul,

- Vergleichen der empfangenen Antwort mit den gespeicherten Authentifizierungsdaten und Erlauben von
Zugriff auf lokale Betriebsmittel, die der zweiten IMSI zugeordnet sind, falls die von dem zweiten Kennungs-
modul empfangene Antwort mit einer Antwort, die der gesendeten Abfrage in der Datenbank (16) zugeordnet
ist, Ubereinstimmt.

2. Verfahren nach Anspruch 1, wobei Schritt a) eine passive Sammlung von Authentifizierungsdaten umfasst, die
Folgendes umfasst:

- Sammeln einer Antwort von dem ersten Kennungsmodul (7) und
- Bestimmen einer erwarteten Offline-Authentifizierungsantwort aus der Antwort;

wobei Schritt b) das Speichern der Netzabfrage und der entsprechenden erwarteten Offline-Authentifizierungs-
antwort in der Datenbank (16) umfasst.

3. Verfahren nach Anspruch 1, wobei Schritt b) eine aktive Sammlung von Authentifizierungsdaten umfasst, die Fol-
gendes umfasst:

- Verifizieren, dass das erste Kennungsmodul (7) vorher durch das Netz authentifiziert worden ist,

- Senden einer Abfrage, die aus der Datenbank (16) bestimmt ist, zu dem ersten Kennungsmodul (7) und
Sammeln der entsprechenden Antwort,

- Bestimmen einer erwarteten Offline-Authentifizierungsantwort aus der Antwort und

- Speichern der Abfrage und der entsprechenden erwarteten Offline-Authentifizierungsantwort in der Datenbank
(16).

4. Verfahren nach Anspruch 1, wobei die in der Datenbank (16) gespeicherten Authentifizierungsdaten eine Gruppe
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von Datensatzen umfassen, wobei jeder Datensatz Folgendes umfasst:

- eine IMSI eines Kennungsmoduls,

- eine ID einer integrierten Schaltungskarte, ICCID, der Karte, der der das Kennungsmodul installiert ist,

- eine Abfrage, die verwendet wird, um die Authentifizierungsdaten zu erzeugen,

- eine entsprechende erwartete Offline-Authentifizierungsantwort, die aus einer Antwort aus dem Kennungs-
modul berechnet wird,

- ein Flag, das angibt, ob eine Validitat der Authentifizierungsdaten gegen kombinierte Kennungsmodul- und
Netz-Spoofing-Angriffe verifiziert ist,

- ein Flag, das angibt, ob die Authentifizierungsdaten aktiv oder passiv gesammelt worden sind,

- eine Anzahl, wie oft die Abfrage in Offline-Kontexten wiederholt worden ist, und/oder

- einen Zeitstempel, der sich auf die Zeit bezieht, zu der das Abfrage/Antwort-Duplett gesammelt worden ist.

5. Verfahren nach Anspruch 4, wobei Schritt c) Folgendes umfasst:

- Uberpriifen der IMSI des zweiten Kennungsmoduls und, falls sie nicht mit einer IMSI Ubereinstimmt, die
authentifiziert werden soll,

- Lesen des Werts der ICCID der Karte, auf der das zweite Kennungsmodul installiert ist, und, falls diese ICCID
mit dem Wert der ICCID der Karte, auf der das angeforderte Kennungsmodul installiert sein soll, Gbereinstimmt,
- Auswahlen eines weiteren auf der Karte vorhandenen Kennungsmoduls.

6. Verfahren nach Anspruch 1, wobei Schritt a) Folgendes umfasst:

- Authentifizieren des Kommunikationsnetzes mit der mobilen Vorrichtung (100) und
- Authentifizieren des ersten Kennungsmoduls (7) mit dem Kommunikationsnetz.

7. Verfahren nach Anspruch 1, wobei Schritt a) Folgendes umfasst:

- Authentifizieren des ersten Kennungsmoduls (7) mit dem Kommunikationsnetz und
- Offline-Authentifizieren des ersten Kennungsmoduls (7) mit der mobilen Vorrichtung (100).

8. Verfahren nach Anspruch 1, wobei Schritt ¢) dann, wenn mehr als ein Abfrage/Antwort-Duplett in der Datenbank
(16) gespeichert ist, Folgendes umfasst:

- Auswahlen aller Datensétze, in denen der Wert der IMSI mit der IMSI des zweiten Kennungsmoduls Uberein-
stimmt, in der Datenbank (16),

- Zuweisen eines Sicherheitsindex S; zu jedem der ausgewahlten Datenséatze, wobei der Sicherheitsindex S;
davon, wie oft der Datensatz bereits wiedergegeben worden ist, und von der Tatsache, dass der Datensatz
aktiv oder passiv gesammelt worden ist, abhangt,

- Ordnen aller ausgewahlten Datenséatze in absteigender Reihenfolge des Sicherheitsindex S; und

- Auswahlen eines Datensatzes, der verwendet werden soll, gemaR einer Wahrscheinlichkeitsverteilung.

9. Verfahren nach Anspruch 8, wobei die Wahrscheinlichkeitsverteilung eine Wahrscheinlichkeitsdichtefunktion auf-
weist, die gleich

ie N
I<is N =10

ist, wobei i = 1 dem ersten Element der Liste entspricht und i = N dem letzten Element der Liste entspricht und S;
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der Sicherheitsindex des Elements bei Index i ist.

Verfahren nach Anspruch 1, das das Verwenden eines Kennungsmodulsicherheitsalgorithmus umfasst, um Fol-
gendes zu erzeugen:

- einen Verschlisselungsschlissel, um wenigstens einen Teil der lokalen Betriebsmittel zu verschlisseln/ent-
schlisseln,
- einen Integritatsschlissel, um Nachrichtenauthentifizierungscodes, MAC, zu erzeugen/verifizieren.

Verfahren nach Anspruch 1, wobei wenigstens ein Teil der lokalen Betriebsmittel ferner durch ein Passwort, das
durch einen Anwender bereitgestellt ist, geschitzt ist.

Verfahren nach Anspruch 1, wobei das erste Kennungsmodul (7) und das zweite Kennungsmodul Teilnehmerken-
nungsmodule (SIM), universelle Teilnehmerkennungsmodule (USIM), herausnehmbare Teilnehmerkennungsmo-
dule, RUIM, oder CDMA-Teilnehmerkennungsmodule, CSIM, sind.

Verfahren nach Anspruch 1, wobei eine IMSI eines Kennungsmoduls, das authentifiziert werden soll, vorbestimmt ist.

Verfahren nach Anspruch 1, wobei eine IMSI eines Kennungsmoduls, das authentifiziert werden soll, implizit ist und
einer IMSI eines Kennungsmoduls entspricht, das zu dem Zeitpunkt, wenn der Authentifizierungsschritt initiiert wird,
ausgewahlt ist.

Computerprogrammprodukt, das eine oder mehrere Folgen von Anweisungen umfasst, die durch einen Prozessor
zugreifbar sind und die dann, wenn sie durch den Prozessor ausgefiihrt werden, bewirken, dass der Prozessor die
Schritte eines der Anspriiche 1 bis 14 ausflhrt.

Mobile Vorrichtung (100), die lokale Betriebsmittel und ein Sicherheitsmanagermodul (1), das konfiguriert ist, auf
wenigstens einen Teil der lokalen Betriebsmittel sicher zuzugreifen, umfasst, wobei die mobile Vorrichtung (100)
zu Folgendem konfiguriert ist:

a) wenn Netzkonnektivitat verfligbar ist:

- mit einem ersten Kennungsmodul (7), das einer ersten internationalen Mobilteiinehmerkennung, IMSI,
zugeordnet ist, gekoppelt zu sein,

- Empfangen einer Netzabfrage von einem Kommunikationsnetz in dem ersten Kennungsmodul (7), Ver-
schliusseln der Netzabfrage unter Verwendung eines geheimen Schliissels und Senden einer entsprechen-
den Antwort zu dem Netz zur nachfolgenden erfolgreichen Authentifizierung,

b) nach einer erfolgreichen Authentifizierung zu dem Kommunikationsnetz:

- Zuordnen wenigstens eines Teils der lokalen Betriebsmittel zu der ersten IMSI und

- Speichern von Authentifizierungsdaten, die sich auf das Anfrage/Antwort-Duplett beziehen, in einer Da-
tenbank (16) des Sicherheitsmanagermoduls (1),

- Erlauben von Zugriff auf lokale Betriebsmittel, die der ersten IMSI zugeordnet sind,

c) wenn keine Netzkonnektivitat verfluigbar ist:

- mit einem zweiten Kennungsmodul, das einer zweiten IMSI zugeordnet ist, gekoppelt zu sein,

- Senden einer Abfrage zu dem zweiten Kennungsmodul, wobei die Abfrage aus den in der Datenbank
(16) gespeicherten Authentifizierungsdaten bestimmt ist,

- Empfangen einer Antwort von dem zweiten Kennungsmodul,

- Vergleichen der Antwort mit den gespeicherten Authentifizierungsdaten und Erlauben von Zugriff auf
lokale Betriebsmittel, die der zweiten IMSI zugeordnet sind, falls die von dem zweiten Kennungsmodul
empfangene Antwort mit der Antwort, die der gesendeten Abfrage in der Datenbank (16) zugeordnet ist,
Ubereinstimmt.
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Revendications

1. Procédé de traitement de données permettant de sécuriser des ressources locales dans un dispositif mobile (100),
le procédé comprenant :

a) quand la connectivité du réseau est disponible :

- le couplage du dispositif mobile (100) a un premier module d’identité (7) associé a une premiere identité
internationale d’abonné mobile, IMSI,

- la réception dans le premier module d’'identité (7) d’'une demande d’accés au réseau provenant d’un
réseau de communication, le chiffrage de la demande d’accés au réseau en utilisant une clé secréte et
I'envoi d’'une réponse correspondante au réseau en vue d’une authentification réussie ultérieure,

b) apres une authentification réussie vers le réseau de communication :

- 'association d’au moins une partie des ressources locales a la premiére identité IMSI, et

- la mémorisation, dans une base de données (16) du dispositif mobile (100) de données d’authentification
se rapportant au duplet demande d’accés / réponse,

- 'octroi d’'un accés a des ressources locales associées a la premiére identité IMSI,

c) quand la connectivité du réseau n’est pas disponible :

- le couplage du dispositif mobile (100) a un second module d’identité associé a une seconde identité IMSI,
- 'envoi d’'une demande d’accés au second module d’identité, ladite demande d’accés étant déterminée a
partir des données d’authentification mémorisées dans la base de données (16),

- la réception d’'une réponse provenant du second module d’identité,

- la comparaison de la réponse regue aux données d’authentification mémorisées et I'octroi d’'un acces a
des ressources locales associées ala seconde identité IMSI sila réponse regue du second module d’identité
correspond a une réponse associée a la demande d’accés envoyée dans la base de données (16).

2. Procédé selon la revendication 1, dans lequel I'étape a) comprend un recueil passif de données d’authentification
comprenant :

- le recueil d’'une réponse provenant du premier module d’identité (7), et
- la détermination, a partir de la réponse, d’'une réponse espérée d’authentification hors ligne,

I'étape b) comprenant la mémorisation dans la base de données (16) de la demande d’acces au réseau et de la
réponse espérée d’authentification hors ligne correspondante.

3. Procédé selon la revendication 1, dans lequel I'étape b) comprend un recueil actif de données d’authentification
comprenant :

- la vérification de ce que le premier module d’identité (7) a été précédemment authentifié par le réseau,

- 'envoi au premier module d’identité (7) d’'une demande d’acceés déterminée a partir de la base de données
(16), ainsi que le recueil de la réponse correspondante,

- la détermination, a partir de la réponse, d’'une réponse espérée d’authentification hors ligne, et

- la mémorisation dans la base de données (16) de la demande d’acceés et de la réponse espérée d’authenti-
fication hors ligne correspondante.

4. Procédé selon larevendication 1, dans lequel les données d’authentification mémorisées dans la base de données
(16) comprennent un ensemble d’enregistrements, chaque enregistrement comprenant :

- une identité IMSI appartenant a un module d’identité,

- un identificateur ID de carte a circuits intégrés, ICCID, concernant la carte sur laquelle est installé ledit module
d’identité,

- une demande d’acces utilisée pour générer les données d’authentification,

- une réponse espérée d’authentification hors ligne correspondante calculée a partir d’'une réponse provenant
du module d’identité,

22



10

15

20

25

30

35

40

45

50

55

EP 2 633 716 B1

- un drapeau indiquant si la validité des données d’authentification est vérifiée par rapport au module d’identité
et aux attaques d’usurpation d’identité du réseau, combinés,

- un drapeau indiquant si les données d’authentification ont été recueillies de maniére active ou passive,

- le nombre de fois ou la demande d’accés a été rejouée dans des contextes hors ligne, et/ou

- un marqueur de temps se rapportant a I'heure ou le duplet demande d’accés / réponse a été recueilli.

5. Procédé selon la revendication 4, dans lequel I'étape ¢) comprend :

- le contréle de I'identité IMSI du second module d’identité et, si elle ne correspond pas a une identité IMSI qui
doit étre authentifiée,

- la lecture de la valeur de l'identificateur ICCID de la carte sur laquelle est installé le second module d’identité
et, si cetidentificateur ICCID correspond a la valeur de I'identificateur ICCID de la carte sur laquelle est supposé
étre installé le module d’identité demandé,

- la sélection d’'un autre module d’identité présent sur ladite carte.

6. Procédé selon la revendication 1, dans lequel I'étape a) comprend :

- l'authentification du réseau de communication avec le dispositif mobile (100), et
- l'authentification du premier module d’identité (7) avec le réseau de communication.

7. Procédé selon la revendication 1, dans lequel I'étape a) comprend :

- l'authentification du premier module d’identité (7) avec le réseau de communication, et
- l'authentification hors ligne du premier module d’identité (7) avec le dispositif mobile (100).

8. Procédé selon la revendication 1, dans lequel, si plus d’'un duplet demande d’accées / réponse est mémorisé dans
la base de données (16), I'étape ¢) comprend :

- la sélection dans la base de données (16) de la totalité des enregistrements ou la valeur de l'identité IMSI
correspond a l'identité IMSI du second module d’identité,

- I'affectation d’un indice de sécurité S; a chacun des enregistrements sélectionnés, I'indice de sécurité S;
dépendant du nombre de fois ou I'enregistrement a déja été rejoué et sur le fait que I'enregistrement a été
recueilli de maniere active ou passive,

- le tri de la totalité des enregistrements sélectionnés dans I'ordre descendant de I'indice de sécurité S;, et

- la sélection d’un enregistrement a utiliser en fonction d’une distribution de probabilités.

9. Procédé selon la revendication 8, dans lequel la distribution de probabilités présente une fonction de densité de
probabilité égale a :

p@) = NS

Zsk

k=1
ieN
1<i<N<ZLI10

i

oui=1correspond au premier élément de la liste et ou i = N correspond au dernier élément de laliste, Sireprésentant
l'indice de sécurité de I'élément a l'index i.

10. Procédé selon la revendication 1, comprenant I'utilisation d’algorithmes de sécurité du module d’identité afin de
générer :

- une clé de chiffrage pour crypter ou décrypter au moins une partie des ressources locales,
- une clé d’intégrité pour générer ou vérifier des codes d’authentification de messages, MAC.
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Procédé selon la revendication 1, dans lequel au moins une partie des ressources locales et de plus protégée par
un mot de passe procuré par un utilisateur.

Procédé selon la revendication 1, dans lequel le premier module d’identité (7) et le second module d’identité sont
des modules d’identité d’abonné (SIM), des modules d’identité d’abonné universels (USIM), des modules RUIM
d’identité d’utilisateur amovibles ou des modules CSIM d’identité d’abonné pour acces CDMA.

Procédé selon la revendication 1, dans lequel I'identité IMSI d’'un module d’identité a authentifier est prédéterminée.

Procédé selon la revendication 1, dans lequel I'identité IMSI d’'un module d'identité a authentifier est implicite et
correspond a l'identité IMSI d’'un module d’identité sélectionné a l'instant ou I'étape d’authentification est lancée.

Produit de programme informatique comprenant une ou plusieurs séquences d’instructions mémorisées qui sont
accessibles a un processeur et qui, lorsqu’elles sont exécutées par le processeur, aménent le processeur a exécuter
les étapes de 'une quelconque des revendications 1 a 14.

Dispositif mobile (100) comprenant des ressources locales et un module de gestion de sécurité (1) configuré pour
sécuriser un accés a au moins une partie des ressources locales, le dispositif mobile (100) étant configuré pour les
étapes suivantes :

a) quand la connectivité du réseau est disponible :

- le couplage a un premier module d’identité (7) associé a une premiere identité internationale d’abonné
mobile, IMSI,

- la réception dans le premier module d’'identité (7) d’'une demande d’acceés au réseau provenant d’un
réseau de communication, le chiffrage de la demande d’accés au réseau en utilisant une clé secréte et
I'envoi d’'une réponse correspondante au réseau en vue d’une authentification réussie ultérieure,

b) apres une authentification réussie vers le réseau de communication :

- 'association d’au moins une partie des ressources locales a la premiére identité IMSI, et

- la mémorisation, dans une base de données (16) du module de gestion de sécurité (1) de données
d’authentification se rapportant au duplet défi / réponse,

- 'octroi d’'un accés a des ressources locales associées a la premiére identité IMSI,

c) quand la connectivité du réseau n’est pas disponible :

- le couplage a un second module d’identité associé a une seconde identité IMSI,

- 'envoi d’'une demande d’accés au second module d’identité, ladite demande d’accés étant déterminée a
partir des données d’authentification mémorisées dans la base de données (16),

- la réception d’'une réponse provenant du second module d’identité,

- la comparaison de la réponse regue aux données mémorisées d’authentification et I'octroi d’'un accés a
des ressources locales associées ala seconde identité IMSI sila réponse regue du second module d’identité
correspond a la réponse associée a la demande d’accés envoyée dans la base de données (16).
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